
 

 
VAM 

GROUP OF COMPANIES 

 
 
 
 

DATA PROTECTION POLICY 

 
  

June 2018 

 



VAM Group of Companies – Data Protection Policy 2018 
 

VAM Group of Companies – Data Protection Policy Page 1 of 24 

 

Table of Contents 

1.0 Introduction .............................................................................................................. 5 

2.0 Overview ................................................................................................................... 6 

3.0 Principal Objectives ................................................................................................. 7 

4.0 Registration of Data Controller................................................................................ 7 

4.1 Purpose ..................................................................................................................... 7 

4.2 Application for registration/ renewal of registration as data controller ............... 8 

4.2.1 Application for registration as data controller/data processor ......................... 8 

4.2.2 Registration certificate ......................................................................................... 8 

4.2.3 Change in particulars ........................................................................................... 8 

5.0 The 6 Principles of Data Processing ....................................................................... 9 

5.1 Lawfulness, fairness and transparency .................................................................. 9 

5.1.1 Collection of Data ................................................................................................. 9 

5.1.2 Consent ............................................................................................................... 10 

5.2 Purpose Limitation ................................................................................................. 11 

5.3 Data Minimisation ................................................................................................... 12 

5.4 Accuracy ................................................................................................................. 12 

5.4.1 Source of data ..................................................................................................... 12 

5.4.2 Data Entry and Processing ................................................................................ 12 

5.4.3 Updating of Data ................................................................................................. 13 

5.5 Storage Limitation .................................................................................................. 13 

5.6 Respect of data subjects’ rights ............................................................................ 13 

5.6.1 Right to Access ................................................................................................... 14 

5.6.2 Right to Rectification, Erasure or Restriction ................................................... 14 

5.6.3 Right to Object .................................................................................................... 14 

5.6.4 Automated Individual Decision Making ............................................................. 15 

5.6.5 Exercise of Rights ............................................................................................... 15 

6.0 Duties of the Company .......................................................................................... 16 

6.1 Record Keeping ...................................................................................................... 16 

6.2 Data Protection Impact Assessment ..................................................................... 17 

6.2.1 Applicability ........................................................................................................ 17 

6.2.2 Steps to perform a DPIA ..................................................................................... 18 

6.3 Transfer of Data outside Mauritius ........................................................................ 19 

6.4 Appointment of Compliance Persons/ Responsibilities ...................................... 19 

6.4.1 Primary Responsibility ....................................................................................... 19 

6.4.2 Supporting Responsibility ................................................................................. 20 

6.5 Disclosure of Personal Data Breach ..................................................................... 20 

7.0 Data Security System ............................................................................................. 21 

7.1.1 IT Security Awareness Program ........................................................................ 21 

7.1.2 IT Controls ........................................................................................................... 21 

7.1.3 Training ............................................................................................................... 22 



VAM Group of Companies – Data Protection Policy 2018 
 

VAM Group of Companies – Data Protection Policy Page 2 of 24 

 

8.0 Acceptable Use and Privacy Policy ...................................................................... 22 

9.0 Benefits ................................................................................................................... 22 

10.0 Sanctions and Penalties ........................................................................................ 23 

11.0 Communication ...................................................................................................... 23 

Annexure 1- Application for Transfer of Personal Data Form ........................................ 24 

 

  



VAM Group of Companies – Data Protection Policy 2018 
 

VAM Group of Companies – Data Protection Policy Page 3 of 24 

 

Policy – Compliance # 
001 

Title:  
Data Protection Policy 

Effective Date: 
7 June 2018 

Revision # 
1.0 

Prepared By: 
Ronald Dicks 

Date Prepared:  
2016 

Revision # 
2.0 

Reviewed By: 
Ingrid Mudhoo 

Date Reviewed: 
May 2018 

Document Status: 
Final Draft 

Approved By (Management): 
The Board of VAM and Matco 

Date Approved: 
05 and 06 June 2018 

 

LIST OF ABBREVIATIONS AND DEFINITIONS 

Commissioner  means the Data Protection Commissioner. 

Controller  means a person who or a public body which, alone or jointly 

with others, determines the purposes and means of the 

processing of personal data and has decision making 

power with respect to the processing. 

Data   means information in a form which – 
 
(i) is capable of being processed by means of equipment 
operating automatically in response to instructions given 
for that purpose; and 
 
(ii) is recorded with the intent of such data being processed 
by such equipment; or is recorded as part of a relevant 
filing system or intended to be part of a relevant filing 
system. 

Data Subject  means an identified or identifiable individual, in particular 

by reference to an identifier such as a name, an 

identification number, location data, an online identifier or 

to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social 

identity of that individual. 

DPA  refers to the Data Protection Act 2017. 

DPCO  refers to the Data Protection Compliance Officer of the 

Group as appointed from time to time, and with the 

assigned responsibilities as described in this policy. 

DPIA  means Data Protection Impact Assessment as explained 

in this policy. 

DPO  refers to the Data Protection Office in Mauritius. 

DPR  refers to the Data Protection Representative of the Group 

as appointed from time to time, and with the assigned 

responsibilities as described in this policy. 

EU  refers to the European Union. 
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FSC  refers to the Mauritian Financial Services Commission, 

which is the regulator of Matco Limited and VAM 

Marketing. 

GDPR  refers to the law on data protection adopted by the 

European Union, commonly designated as the “General 

Data Protection Regulations” and effective as from 18 May 

2018. 

Personal Data  means any information relating to a data subject. 

Processing  means an operation or set of operations performed on 

personal data or sets of personal data, whether or not by 

automated means, such as collection, recording, 

organisation, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or 

combination, restriction, erasure or destruction. 

Regulations  means the Data Protection Act 2017 and the GDPR. 

Sensitive Personal 

Data 

 means personal information concerning a data subject and 
consisting of information as to –  

- the racial or ethnic origin; 
- political opinion or adherence; 
- religious belief or other belief of a similar nature; 
- membership to a trade union; 
- physical or mental health; 
- sexual preferences or practices; 
- the commission or alleged commission of an 

offence; or 
- any proceedings for an offence committed or 

alleged to have been committed by him/her, the 
disposal of such proceedings or the sentence of 
any court in such proceedings. 
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1.0 Introduction 

 
In December 2017, a new Data Protection Act (the “DPA”) has been adopted to align with the 
requirements of data protection in the European Union, known as the General Data Protection 
Regulation “GDPR”, collectively the “Regulations”. The ambition promoted by the Regulations 
is to give natural persons residing in the EU and in Mauritius, the "data subjects", an increased 
level of control over their information. It also aims at improving the environment by ensuring 
that "data controllers" and "data processors" are safe custodians of data through promoting 
behavioural change. 

The Regulations provide for enhanced supervision by increasing the powers of the regulator 

in the EU and in Mauritius, and better defining breach criteria, remediation and punitive 

measures. 

 

“Data controllers” must implement appropriate technical and organisational measures and 

procedures to ensure that data retention and processing safeguards the rights of the “data 

subjects”. In particular: 

(i) to minimise data collected; 

(ii) not to retain data beyond its original purpose; 

(iii) to give the “data subjects” access and ownership of their data. 

 
The aim of this policy is to ensure compliance with the data protection regulations in the EU 
and in Mauritius, of all the Mauritian entities of VAM Group (the “Group” or “VAM Group”) 
namely: 
(i) VAM Corporate Holdings Ltd;  
(ii) VAM Management Services Ltd (“VAM Management”); 
(iii) VAM Marketing Limited (“VAM Marketing”); 
(iv) ML Nominees; 
(v) Matco Limited (“Matco”); 
(vi) Matco Corporate Services Ltd; and  
(vii) BPC Limited. 

 
Matco Limited and VAM Marketing are entities regulated and licensed by the Financial 
Services Commission (the “FSC”) providing respectively (i) company and trust administration 
services, and (ii) distribution of financial products.  Other entities of the Group such as VAM 
Management also provide services, and the Group currently employs approximatively 50 
people. In order to operate its business, the Group collects and processes personal data 
received from clients, employees and third parties.   
 
Companies of the Group are registered with the Mauritius Data Protection Office (the “DPO”) 
as a data controller, and are required to ensure personal data is treated confidentially, fairly, 
lawfully and correctly, and is committed to achieving compliance with the DPA. 
 
In this policy, any reference to the word “Company” means a company of the Group that is a 
data controller. 
 
The DPA sets out the rules for how data controllers must process personal data and sensitive 
personal data regarding “living individuals”. It gives these individuals rights to find out what 
personal data is held by data controllers (both electronically and in tangible format) and to 
modify, correct and delete their personal data. 
 
The Group is committed to ensuring that employees are appropriately trained and supported 
to achieve compliance with the DPA. This is regarded by the Group as being very important 
in maintaining the trust between the Group and those whose personal data they hold.    
This Group Policy supersedes and replaces any policy relating to data protection, IT controls 
and acceptable use and privacy policy. 
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2.0 Overview 

 
This policy has been written within the guidelines provided by the DPO. It applies to all 
personal data and sensitive personal data collected and processed by the Company in the 
conduct of its business, in any medium.  
 
The chart below shows how the Group should ensure compliance with the Regulations. 
 

 
 
 

Compliance with Data 
Protection Regulations

Registration Process

6 principles of data 
processing 

Lawfulness, fairness 
and transparency

Purpose Limitation

Data Minimisation

Accuracy

Storage

Rights of Data Subject

Duties of Controller

Record Keeping

Data Protection 
Impact Assessment

Compliance with 
requirements for 

transfer of data, out of 
Mauritius

Appointement of a 
Data Protection Officer 
and a Data Protection 

Representative

Notification of Breach

Data Security
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This policy applies to all the staff of the Companies, whether permanent or temporary, 
contractors, consultants or secondees. Disciplinary action may be taken against staff failing to 
comply with this policy. 
 
3.0 Principal Objectives 

 
The objectives of this policy are to ensure that: 
 

(i) Proper procedures are in place for the processing and management of personal 
data and sensitive personal data; 

(ii) There is someone within the Company who has specific responsibility and 
knowledge about data protection compliance;  

(iii) A supportive culture and best practices for the processing of personal data and 
sensitive personal data is provided for the staff; 

(iv) All staff understand their responsibilities when processing personal data and 
sensitive personal data; 

(v) Any person whose personal data or sensitive personal data is being kept or 
processed by the Company and who wishes to submit a request to access their 
data held on them are fully aware of how to do this and who to contact; 

(vi) A request from any person whose personal data or sensitive personal data is being 
kept or processed by the Company is dealt with promptly and courteously; 

(vii) Individuals are assured that their personal data is processed in accordance with 
the European and Mauritian regulations, that their personal data is secure at all 
times and safe from unauthorised access, alteration, use or loss; 

(viii) Other organisations with which the Company needs to share data or transfer data, 
meet similar compliance requirements; and 

(ix) Any new IT system being implemented is assessed on whether it will hold personal 
data, whether the IT system presents any risks, damage or impact to individuals’ 
data and that it meets this policy. 

 

4.0 Registration of Data Controller 

 
4.1 Purpose  

 
The Company as a data controller is registered with the DPO for collecting and using, personal 
data regarding: 
 

(i) Individuals, corporate bodies or other entities who have applied for the setting up 
and ongoing administration of companies, trusts, foundations, partnerships and 
other client structures; 

(ii) Past, current and prospective staff; and 
(iii) Suppliers, consultants, external business partners and other third parties with 

whom the Company deals. 
 
The Company is registered with the DPO to process personal data for the following specified 
purposes: 
 

(i) Recruitment  
(ii) Staff Administration 
(iii) Client Administration and Servicing 
(iv) Compliance and Risk Management 

 
As part of the Group’s risk management procedures, it conducts background checks on clients 
and prospective employees. These procedures are required by the Code for the prevention of 
Money Laundering and Terrorist Financing issued by the FSC and other relevant laws and 
regulations in Mauritius. It is in these limited circumstances that the Company is permitted to 
process sensitive personal data in order to comply with the law. 
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4.2 Application for registration/ renewal of registration as data 

controller 
 

4.2.1 Application for registration as data controller/data 
processor 

 
This paragraph is applicable to newly incorporated entities in the VAM Group that could be 
subject to such requirement or to clients of Matco that are data controllers or processors. This 
paragraph also describes the information to be provided in the forms for first registration/ 
renewal of registration. 
 
Any company that is a data controller or data processor shall be registered with the DPO. 
 
To be registered, the relevant company shall fill the form(s) available on the website of the 
DPO.  
 
There are 2 forms:  

(i) The employee form is to be submitted if the company has employee(s), and the 
form must disclose the type of data collected and processed on the employees; 

(ii) The non-employee form is to be submitted for any data collected other than those 
of employees. It can be data on clients, prospects, suppliers, and any data required 
to carry out the activities of a company 

 
The information to be provided on the applicant for registration with the DPO are as follows: 

(i) name and address; 
(ii) if he or it has nominated a representative for the purposes of the DPA, the name 

and address of the representative; 
(iii) a description of the personal data to be processed by the controller or processor, 

and of the category of data subjects, to which the personal data relate; 
(iv)  a statement as to whether or not he or it holds, or is likely to hold, special 

categories of personal data; 
(v) a description of the purpose for which the personal data are to be processed; 
(vi)  a description of any recipient to whom the controller intends or may wish to 

disclose the personal data; 
(vii) the name, or a description of, any country to which the proposed controller intends 

or may wish, directly or indirectly, to transfer the data; and 
(viii) a general description of the risks, safeguards, security measures and 

mechanisms to ensure the protection of the personal data. 

 
With the submission of the forms, a prescribed fee is payable to the DPO. The fee varies 
according to the number of employees. The fees should be confirmed with the DPO prior to 
the submission of the forms. 
 

4.2.2 Registration certificate 
 
Once the application to be registered has been processed, the relevant applicant/company 
shall collect the registration certificate from the DPO. 
  
The validity of a registration certificate is for a period of three (3) years. 
 
The renewal of a registration as data controller/data processor shall be done not later than 
three (3) months before the expiry of the current certificate. If the application for renewal is 
submitted after this period, there is a possibility that the registration lapses and that the 
applicant faces penalty. 

 
4.2.3 Change in particulars 
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If there is a change in any of the information above listed (i) to (viii) and provided in the 
application form for registration, the relevant company (applicant), shall, within 14 days of the 
date of the change, notify the Commissioner in writing of the nature and date of the change. 
 
Following the receipt of the notification for change in particulars, the Commissioner, on being 
satisfied that there is a change in particulars, shall amend the appropriate entry in the register. 
 
The failure to notify a change of particulars is an office punishable of a 50,000 rupees fine on 
conviction. 

 
5.0 The 6 Principles of Data Processing 
 
The Company fully endorses and adheres to the six (6) principles relating to data processing 
as per below: 
 

 
 
 

5.1 Lawfulness, fairness and transparency 
 
The data subject shall be notified that he/she is/will be the subject of data processing 
(transparency), that the processing is/will be performed in accordance with the Regulations 
(lawfulness) and that the data he/she has been notified should be collected match the data 
that are collected and processed (fairness). 
 

5.1.1 Collection of Data 
 
The principles of fair and transparent processing require the Company to:  

6
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Lawfulness, fairness 
and transparency

Purpose Limitation

Data Minimisation

Accuracy

Storage
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(i) provide information about itself (identity and contact details of the Company, its 
representative and the data protection compliance officer); 

(ii) give details on the purposes of processing; 
(iii) the intended recipients of the data; 
(iv) whether or not the supply of the data by that data subject is voluntary or 

mandatory; 
(v) explain data subjects how their personal data will be processed (e.g. 

existence of automated decision-making including profiling); 
(vi) elucidate the consequences of such processing;  
(vii) the period of storage; 
(viii) inform individuals on their rights (e.g. existence of the right to withdraw consent, 

access/rectify/restrict/erase data, to lodge a complaint with the DPO). 
(ix) where applicable, that the Company intends to transfer personal data to 

another country and on the level of suitable protection afforded by that country; 
and 

(x) any further information necessary to guarantee fair processing in respect of the 
data subject’s personal data, having regard to the specific circumstances in which 
the data are collected. 

 
The above shall not be applicable in the event that the data subject is already aware that the 
data are collected for a lawful purpose connected with a function or activity of the Company; 
and the collection of the data is necessary for that purpose. 

 
When collecting data, the Company shall remit a data protection form to be signed by the data 
subject and the data subject shall be made aware (in writing) that his personal data has been 
collected, and the intended use of the personal data as per the above. 
 

5.1.2 Consent  
 

 Conditions for validity of consent 
 
Consent must be: 
 

(i) Freely given, specific, informed and unambiguous. 
 

(ii) The Company must be able to supply evidence that consent has been 
obtained (verifiable); 

 
The Company shall keep written evidence of express consent given by clients, employees, 
and other data subjects, or shall be able to demonstrate that express consent was not 
required under one of the reason below (refer to express consent vs implied consent). 
 
(iii) Consent can be withdrawn at any time. 
 
The Company shall accept withdrawal of consent upon written request from the relevant 
data subject by email or letter to the Company. 
 
If the withdrawal of the consent shall affect the performance of a contract or the legal duties 
of the Company, the latter shall notify in writing the data subject that such withdrawal may 
result in the non-performance of a contract or delivery or services. 

 

 Express consent vs implied/no consent 
 
Explicit consent of the data subject is always required for processing his/her personal data 
except when the collecting and processing of data are necessary under the following 
circumstances: 
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(i) For the performance of a contract to which the data subject is a party or for 
the execution of a contract; 

 
Example: For the performance of a share purchase agreement, it may be required under the 
contract to provide several information and documents on the company of which shares shall be 
acquired such as a copy of the register of directors, register of members, register of charges, 
register of interests… 

 
(ii) For compliance with legal obligation; 

 
Example: No consent is required from a client, wishing to set-up a company, to collect KYC 
documents (passport, cv, proof of address, bank reference) as it is a legal obligation for Matco/ 
VAM Marketing. The request of additional documents or information for example for marketing 
purpose would require a consent. 

 
(iii) For protection of the vital interests of the data subject or another person; 

 
Example: if an unconscious patient is transported to a hospital, a doctor doesn’t need consent of 
the patient to obtain medical information from third parties, in order to treat him/her.  
 

(iv) For the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the Company; 

 
Example: Data provided by the Company to complete FSC surveys on clients, to generate statistics 
for the IMF, and the different authorities in Mauritius (also a legal obligation under the FSC 
regulations). 
 

(v) For the performance of a task carried out by a public authority; 
 
Not applicable to the Company. 
 

(vi) The exercise, by any person in the public interest, of any other functions of 
a public nature;  

 
Not applicable to the Company. 

 
(vii) For the legitimate interests pursued by the Company or by a third party to 

whom the data are disclosed, except if the processing is unwarranted in any 
particular case having regard to the harm and prejudice to the rights and 
freedoms or legitimate interests of the data subject; or  

 
(viii) For the purpose of historical, statistical or scientific research. 

 
Not applicable to the Company. 

 
5.2 Purpose Limitation 

 
Personal data shall be obtained only for any specified and lawful purpose and shall not be 
further processed in any manner incompatible with that purpose. Data processing should only 
use as much data as is required to successfully accomplish a given task.  
 
Additionally, data collected for one purpose cannot be repurposed without further consent. 
 
Accordingly, the Company shall ensure that: 
 

(i) No data is collected without a purpose. 
 

(ii) The purpose for collecting data is: 
o Specified; 
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o Explicit; 
o Legitimate. 

 
(iii) No data is collected for a later use. Any data collected shall have an 

immediate use. 
 

(iv) There is a compatibility between the use of the data and the purpose for 
which it has been collected. A data appropriately collected for a specific purpose, 
shall not be used for another purpose. 

 
5.3 Data Minimisation 

 
Personal data shall be adequate, relevant and not excessive in relation to the purpose for 
which the personal data is processed. Data processing should only use as much data as is 
required to successfully accomplish a given task. Therefore, there should be a proportionality 
between the data requested/collected and its purpose.  
 
The Company should apply the principle: “Less is more” and collect the minimum amount of 
data which is highly relevant for the purpose to which the Company tends to use it, and the 
data should be accurate/ good quality (correct, up-to-date, complete).  
 

5.4 Accuracy 

 
The accuracy refers to the utility of data and whether the data values stored for an object are 
the correct values.  
 
To be correct, a data value must be the right value and must be represented in a consistent 
and unambiguous form. 
 
Example: for a date of birth, the right value is the right date of birth of a data subject, and the 
representation in a consistent and unambiguous form is to always record this type of data in the same 
format at the same place (for example: DD-MM-YYYY).  

 
Inaccuracy of data results mainly from: 
 

(i) Inaccurate source of data (meaning initially when the data was provided there was an 
error); 

(ii) Wrong data entry and processing; 
(iii) Failing to update the data. 

 
5.4.1 Source of data 

 
As far as possible, data collected by the Company should be obtained from data subjects and 
not from third party. If data are provided by a third party, the Company should ensure that the 
third party is acting as proxy of the data subject or is legally authorised to provide the data on 
behalf of the data subject. 
 
In addition, data collected from data subjects and third parties should always be checked and 
verified, to ensure the data are correct prior their entry in the system. 
 

5.4.2 Data Entry and Processing 

 
When data are entered in a file whether numeric or physical, the 4 eyes principle should always 
apply. The data should be entered in the relevant file by one employee and verified by another 
employee from the same department.  
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Data Subjects' 
Rights

Right to 
Access

Right to 
rectification
, erasure or 
restriction

Right to 
Object

Automated 
individual 
decision 
making

Exercise of 
rights

The data may also be altered when there are processed, they might be modified, transferred 
in a wrong file or erased. It is the duty of every staff to be very careful and diligent when 
processing data. If such an error occurs, the data must be retrieved or amended when it is 
possible. In any other cases, in particular in case of erasure, the DPCO must be informed as 
soon as possible. 
 
The DPCO shall discuss with the relevant department to find an adequate solution, and if 
necessary, request the data subject to provide again the data. 
 
 If the modification, wrong transfer or erasure of the data amounts to a Personal Data Breach, 
please refer to paragraph 6.5 of this policy. 
 

5.4.3 Updating of Data 

 
The Company shall update the data of data subjects and clients under the following 
circumstances: 

(i) When a staff notices an error in the data entry; 
(ii) Upon request of a data subject, or in case of change of situation of the data subject; 
(iii) When and as required by the applicable policies of the Group, to ensure 

compliance with the applicable laws and regulations in relation with the activity of 
the Company (for example: request of updated proof of address even though there 
is no change of address, to be in compliance with the FSC Code and FATCA/CRS 
due diligence requirements).  

 
5.5 Storage Limitation 

 
Personal data processed shall not be kept for longer than is necessary for that purpose. 
Accordingly, the Company shall not keep data for a period greater than what is prescribed by 
the applicable laws, in relation to the Company’s activities.  

 
For example, the Companies Act 2001 requires that statutory records of a company be kept 
during seven (7) years from the date it has been issued. In addition the Financial Intelligence 
and Anti-Money Laundering Act 2002 and the relevant regulations under the said Act, also 
require that all documents relating to a transaction or proposed transaction be kept during a 
period of seven (7) years as from the date of the transaction/ proposed transaction. 
 
The Company shall keep the data for a minimum of seven (7) years and for a period of 
maximum ten (10) years, to protect the data of clients in relation with the 10-year limitation 
period applicable to several civil legal actions under the Mauritian Civil Code.  

 
5.6 Respect of data subjects’ rights  

 
Personal data shall be processed in accordance with the rights of data subjects under the 
Regulations. The rights of data subject are based on the following 5 pillars: 
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5.6.1 Right to Access 

 
Under the Regulations, an individual has the following rights: 
 

(i) To obtain confirmation whether his/her personal data are being processed 
(ii) To request and receive a copy of his/her data 
(iii) To be provided with supplemental information about the processing 

 

 Staff 
 
Staff have the right to know what personal data the Company holds and may request the 
Company to confirm this personal data. Any request for confirmation of personal data must be 
made in writing to the Group Human Resources Manager, who will respond to the request in 
writing within 28 days from the date of the request. 
 

 For more details, refer to the employee handbook and annexures. 
 

 Other Data Subjects 

 
A request from an individual to access and/or obtain a copy of their personal data1 held by the 
Company will be entertained within 28 days from the date of receipt of the request. The 
delivery of a copy of the data shall be free of charge unless the amount of data to be provided 
is excessive. If a fee shall be retained to deliver the data, the client should be notified, and 
such a fee shall be approved by the DPCO, or in his absence, by a manager. 
 
No personal information will be disclosed following a request from an individual until his/her 
identity has been verified. 

 
5.6.2 Right to Rectification, Erasure or Restriction 

 

 Staff 
 
Staff are able to view, update, modify or delete any of their personal data. This can be done 
via the Sicorax Employee Self-Service Desk, the HR portal on the intranet. Please note that 
all modifications are subject to the HR Department’s approval and applicable laws. It is also 
important to note that certain data is mandatory which the Company is required to retain and 
which is relevant to the appointment as an employee of the Company. 
 

 For more details, refer to the employee handbook and annexures. 
 

 Other Data Subjects 
 
Our data protection notice includes a contact name and address for individuals who wish to 
submit a request to object to the processing/ or access their personal data and to confirm, 
rectify, block, erase or destroy such, as appropriate. Such request must be made in writing 
and addressed to the DPCO and will be responded to by the Company within 28 days from 
the date of receipt of the request. 
 

5.6.3 Right to Object 
 
The right to object relates to processing carried out for specific purposes, or which is justified 
on a particular basis.  
 
There is no right for an individual to object to processing in general.  
 

                                                 
1 In compliance with paragraph 5.6.5 below. 
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The rights are to object to: 
(a)  Processing which is for direct marketing purposes. This is an absolute right; 

once the individual objects, the data must not be processed for direct marketing any 
further.  

(b) Processing for scientific/historical research/statistical purposes  
This is not applicable to the Group. 

(c) Processing based on two specific purposes: 
This right to object can be exercised on grounds relating to the data subject’s 
particular situation: 
(i) on legitimate interest grounds; or 
(ii) because it is necessary for a public interest task/official authority 

 
The Company must then cease processing of the personal data unless: 

-  it can demonstrate compelling legitimate grounds which override the interests of the 
data subject; or 

- the processing is for the establishment, exercise or defence of legal claims. So, once 
an individual objects, based on his or her specific situation, the burden falls to the 
controller to establish why it should, nonetheless, be able to process personal data 
on this basis. 

The right to object shall be exercised by the data subject following the same procedure 
described in paragraph 5.6.2 above. 
 

5.6.4 Automated Individual Decision Making 
 
Under the Regulations, the Company shall not take decisions affecting data subjects based 
solely an automated processing, including profiling of his/her personal data. 
 
Notwithstanding the above, the Company may exceptionally take decisions affecting a data 
subject based on an automated processing when: 

- it is necessary for entering into, or performance of, a contract between the data subject 
and a data controller; 

- it is authorised by Mauritian law and which lays down suitable measures to safeguard 
the data subject’s rights, freedoms and legitimate interests; or 

- it is based on the data subject’s explicit consent. 

If applicable, the Company shall implement suitable measures to safeguard the data subject’s 
rights and freedoms and legitimate interests, at least the right to obtain human intervention on 
the part of the Company, to express his or her point of view and to contest the decision. 
 
When a decision is based on an automated processing of personal data intended to evaluate 
certain personal aspects relating to an individual, the decision shall not be based on special 
categories of personal data.   

 
5.6.5 Exercise of Rights 

 
The exercise of rights by a data subject shall be exercise by the data subject himself/herself. 
In some cases, the data subject does not have the capacity to exercise his/her rights, when 
applicable the Company should refer to the below. 

 

 Minor  
 
When the data subject is a minor, the data subject’s rights may be exercised by a person who 
has parental authority over the minor or has been appointed as his guardian. 
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When applicable, the Company must verify that the representative of a minor is his/her parent, 
tutor or legal guardian. Adequate supporting documents are a copy of birth certificate or 
extract; or a copy of the judgement appointing the legal guardian. 
 

 Unfit persons 
 
When the data subject is a physically or mentally unfit, the data subject’s rights may be 
exercised by a person who has been appointed as his guardian or legal administrator by a 
Court. 
 
Adequate supporting documents of the above are a copy of the judgement appointing the legal 
guardian or administrator, or any other equivalent document. 
 

 Proxy 

 
The Company may accept the exercise of the data subject’s rights by a person acting on 
his/her behalf, if such person has been duly authorised in writing by the data subject to make 
a request.  

 
6.0 Duties of the Company 

 
6.1 Record Keeping 

 
The Company shall maintain a record of all processing operations under its responsibility.  

 
The record shall set out: 
 

(i) the name and contact details of the Company, and, where applicable, its representative 
and the DPCO; 

(ii) the purpose of the processing; 
(iii) a description of the categories of data subjects and of personal data; 
(iv) a description of the categories of recipients to whom personal data have been or will 

be disclosed, including recipients in other countries; 
(v) any transfers of data to another country, and, in the case of a transfer of data outside 

Mauritius, the suitable safeguards; 
(vi) where possible, the envisaged time limits for the erasure of the different categories of 

data; and 
(vii) the description of the mechanisms required to ensure verification of the effectiveness 

of the measures taken by the Company to ensure the compliance with its duties, 
training records… 

 
Under the paragraph above, each relevant department of the Companies that are data 
controllers, shall keep a generic register of the type of data collected on the data subjects 
and its purposes. 

 
 It is the responsibility of the DPCO: 
- to ensure that each department has a record of data that are collected and processed; 

and 
- to keep a copy of all generic registers in the “data protection file” kept by the DPCO. 
 
For the purposes of this paragraph, generic register means a register with global 
information, not information on individual data subjects. For example: the HR register shall 
indicate what type of data are collected on the employees (i.e.: names, address, bank 
account number, diplomas…), and how the data are processed and for which purpose. 
The register must also specify the safeguards and security measures if any (for example 
numeric file encrypted with password on a drive accessible only to HR employees). 
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6.2 Data Protection Impact Assessment 

 
6.2.1 Applicability 

 

 Principle  
 

The Company shall carry out a data protection impact assessment in the event that the 
processing operations are likely to result in a high risk to the rights and freedoms of data 
subjects by virtue of their nature, scope, context and purposes. 

 
 What is high risk?  

 
Some examples of processing activities which is likely to result in high risk……. (but is not 
limited to):  
 

(i) where profiling operations are likely to significantly affect individuals;  
(ii) where there is processing on a large scale of special categories of data; or  
(iii) where there is a systematic monitoring of a publicly accessible area on a large 

scale.  

 

 Purpose 
 

A DPIA can be useful for: 
- assessing multiple / single processing operations that are similar in terms of the risks 

presented; 
- provided adequate consideration is given to the specific nature, scope, context and 

purposes of the processing.  
 
For instance, where comparable technology is used to collect the same sort of data for the 
same purposes.  
 
Every controller or processor must perform an assessment of the impact of the envisaged 
processing activities on personal data being safeguarded.  
 

 Processing activities involving both controllers & processors  
 
If the processing of certain data involves more than one party like several data controllers or 
a data controller and data processors2, the service agreement between the controller and the 
respective contracting party (another data controller or processor), both need to define their 
respective obligations precisely. 
 
In addition, their DPIA must set out which party is responsible for the various measures 
designed to treat risks and to protect the rights & freedoms of individuals. 
 
If the processing is wholly / partly performed by a processor: 

(iv) the processor must assist the controller in carrying out the DPIA; 
(v) in certain circumstances, the view of individual may be sought. 

 

 When to perform a DPIA?  
  
A DPIA must be carried out prior to processing. In case of doubt if a DPIA must be performed, 
it is recommended to consult the DPO to ensure that the proposed processing of data is either 

                                                 
2 Processors are mainly internet service providers, web hosting services providing servers, service providers 
responsible of editing/ web design and maintaining/updating websites and web pages. 



VAM Group of Companies – Data Protection Policy 2018 
 

VAM Group of Companies – Data Protection Policy Page 18 of 24 

 

already compliant with the DPA or the proposed processing requires that a DPIA be 
performed.  
 

 When to review the DPIA?  
 
When the organisational context for the processing activity has changed, such as:  

(i) personal data is intended to be transferred outside Mauritius and such data is likely to 
present high risks; or  

(ii) effects of some automated decisions have become more significant; or  

(iii) new categories of individuals become vulnerable to discrimination; or  

(iv) personal data is being used for different purpose/s.  

 
When the context or components of processing operations evolve:  

- for instance, the functionalities, purposes, risk sources, new vulnerabilities / threats 
may arise; or  

- there is a change of the risks presented by the processing operations.  

In general, it is a good practice to continuously perform a DPIA on existing processing activities 
but depending on the nature of the processing as well as the rate of change in the processing 
operations or any other circumstances and the risks for the rights and freedoms are still 
mitigated, the Regulations recommend that a DPIA may be re-assessed after 3 years. 
 
The DPCO shall be the person in charge to perform the DPIA, and shall discuss the issues 
with the relevant department, if any. 
 

6.2.2 Steps to perform a DPIA 

 

 
 

1-Description of 
the envisaged 

process

2- Assessment 
of the necessity 

and 
proportionnality

3- Measures 
envisaged to 
demonstrate 
compliance

4- Identifying the 
risks to rights 
and freedom

5- Measures 
envisaged to 

adress the risks

6-
Documentation

7- Monitoring 
and review
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In order to perform the DPIA, please refer to (i) the data protection audit questionnaire form 
and (ii) the self-assessment questionnaire issued by the DPO. Both documents are available 
and stored on the drive on compliance, in the file entitled “data protection”. 
 

6.3 Transfer of Data outside Mauritius 

 
Personal data shall not be transferred to another country, unless that country ensures an 
adequate level of protection for the rights of data subjects in relation to the processing of 
personal data. 
 
Transfer of Data outside Mauritius may be disclosed in the application form for 
registration/renewal of registration as data controller/ data processor in the respective part of 
the form entitled “transfer of data”. 
 
If the transfer of data has not been disclosed to the DPO, the Company wishing to transfer the 
data shall request an authorisation of the DPO, by submitting the form enclosed in annexure 
1, and by complying with the applicable provisions of the DPA. 

 
No data shall be transferred outside Mauritius without its prior disclosure in an application for 
registration as data controller, or without the prior consent of the DPO. 
 
If applicable, the transfer shall be limited for a period of time, and shall not involve the entirety 
of the personal data or entire categories of the personal data contained in the register and, 
where the register is intended for consultation by persons having a legitimate interest, the 
transfer shall be made only at the request of those persons or in case they are to be the 
recipients. 
 

6.4 Appointment of Compliance Persons/ Responsibilities 

 
The Group has established the following responsibilities in compliance with the Regulations: 

 
6.4.1 Primary Responsibility 

 

Role Responsible for: 

Data Protection 
Compliance Officer 
(DPCO) 

• maintaining the Company’s annual registration with the DPO; 
• advising on data protection compliance; 
• processing requests from individuals to access their personal 
data; 
• reporting any personal data breaches to the Managing 
Director of the Company; 
• agreeing to sharing of personal data between the Company 
and third parties; and 
• developing, administering, disseminating, reviewing and 
applying this policy. 
 

Data Protection 
Representative (DPR) 
 

This person is mainly responsible to collect request of data 
subjects based in the EU (as per the requirement of the 
GDPR). He/ She has almost the same responsibilities as the 
DPCO, but within the Group, the DPCO will be responsible to 
process the requests received by the DPR. The DPCO still 
remains obliged to ensure compliance of the Group with the 
GDPR, under the supervision of the DPR. 
  

 
All issues relating to data protection and data subjects based outside EU shall be addressed 
to the designated DPCO appointed from time to time.  
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All the requests of data subjects based in EU shall be addressed to the designated DPR 
appointed from time to time. 
 
Any change of DPCO or DPR shall be approved by a board meeting of the relevant Companies 
of the Group (that are data controllers) and shall be notified by email to all staff, and relevant 
third parties (clients, stakeholders) following such approval. 
 

6.4.2 Supporting Responsibility 
 

Role Responsible for: 

Chairman of the Group • The Company’s personal data and sensitive personal data 
overall. 

Managing Director of the 
Company 

• Supporting this policy and applying it across the various 
departments. 

Head of IT Department  • Ensuring the security of electronic data and electronic filing 
system. 

Head of Administration • Ensuring the security of hard copy data and manual filing 
system. 

Line Managers  • supporting and encouraging their staff to comply with this 
policy and taking part in annual data protection awareness 
training. 

All Staff • complying with this policy. 
• attending annual training on data protection awareness. 

 
6.5 Disclosure of Personal Data Breach  

 

 Disclosure to the DPO 
 

A personal data breach is a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or 
otherwise processed. 
 
If applicable, the Company represented by the DPCO needs to disclose in writing the breach 
to the Commissioner, 72 hours after its discovery by the Company. 
 
If the disclosure is not possible 72 hours after its discovery, the Company shall provide the 
reasons for the delay. 
 
The notification above shall : 

(i) describe the nature of the personal data breach, including where possible, the 
categories and approximate number of data subjects and the categories and 
approximate number of personal data records concerned; 

(ii) communicate the name and contact details of any appropriate data protection officer 
or other contact point where more information may be obtained; and 

(iii) recommend measures to address the personal data breach, including, where 
appropriate, measures to mitigate the possible adverse effects of the breach. 

 
The Company shall specify the facts relating to the personal data breach, its effects and the 
remedial action taken so as to enable the Commissioner to verify compliance with this section. 

 

 Disclosure to the Data Subjects 
 
In the event that the breach is likely to result in a high risk to the rights and freedoms of the 
relevant data subject(s), the Company shall, after notifying the Commissioner, communicate 
the personal data breach to the data subject without undue delay. 
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The communication to the data subject shall describe in clear language the nature of the 
personal data breach and set out the information and the recommendations provided to the 
DPO. 
 
The communication of a personal data breach to the data subject is not required if:  

(a) the Company deems that it has implemented appropriate technical and organisational 
protection measures, and those measures were applied to the personal data affected 
by the breach, in particular, those that render the data unintelligible to any person who 
is not authorised to access it, such as encryption; 

(b) the Company has taken subsequent measures to ensure that the high risk to the rights 
and freedoms of the data subject is no longer likely to materialise; or 

(c) it would involve disproportionate effort and the Company has made a public 
communication or similar measure whereby data subject is informed in an equally 
effective manner. 

 
7.0 Data Security System 

 
7.1.1 IT Security Awareness Program 

 
IT Security Awareness programs are regularly organised by the IT team to educate and inform 
staff in general on IT security. 
 
An introduction to new forms of cybercrimes training has been provided to staff so that they 
are more careful and alert to these common types of threats. 

 
7.1.2 IT Controls 

 

 Physical Access Control 
 
Access to our office is restricted to authorised personnel only. An employee needs to have a 
pre-configured access card to be able to access the main entrance doors and to his 
department. 
 
After passing the main entrance door there are also physical access doors between 
departments. 
 
Although during the day staff have access to other departments, after 18h00 they only have 
access to their department and entrance door. 
 
Also there is a proper validation process in place should an employee need to work overtime, 
or to have access to the office over week-ends or public holidays. 
 
Each employee needs to have prior written approval from his/her immediate supervisor or line 
manager for IT to allow access to the office over a weekend or public holiday and then he/she 
has access to only the entrance doors and his specific department. 
 
Also, should junior staff need to come to work on a weekend, their immediate supervisor or 
line manager is required to accompany them. 
 
Should employees lose their access cards, alternatively arrive at the office having forgotten 
their access cards away from the office, the access cards are immediately blocked and a 
process is followed regarding the activation of a temporary card. 

 

 Segregation of Duties 
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Duties in the business are segregated such that employees from one department cannot 
access another department’s information and data. 
 
Access to information is granted on a “need-to-know” basis. Access to information stored in 
shared folder or on our main business software is restricted to authorised personnel only. 
 
With regards to the software, security and workgroups are defined to restrict and limit access 
to staff to personnel data that they only need to have access to. 
 
Should a user require any elevated access rights, these needs to be approved by his line 
manager. Furthermore, should IT believe that this elevated access is too privileged for the 
user, additional approval is requested from the Managing Director. 
 

 Security 
 
Appropriate technical, disciplinary and administrative security measures to safeguard personal 
data are being put in place. 
 
Any unauthorised use of corporate email by staff, including sending of personal data or 
sensitive personal data to unauthorised persons, or any use that brings the Company into 
disrepute, will be regarded as a breach of this policy. 
 

7.1.3 Training 
 

Annual data protection awareness training will be provided to staff to keep them better 
informed of relevant legislation and guidance regarding the processing of personal data and 
sensitive personal data. 

 
8.0 Acceptable Use and Privacy Policy 

 
VAM Group has adopted an “Acceptable Use and Privacy Policy” to ensure the safety of the 
data when the staff and consultants use information, communication or storage devices 
(including mobile devices, e.g. smartphones, laptops) to gain access to the Company’s 
information or information systems or to store information. 

 

 Refer to the Acceptable Use and Privacy Policy of the Group. 
 
9.0 Benefits 

 
This policy will benefit the Group by: 
 

(i) enabling excellent standards of management and processing of personal data and 
sensitive personal data through the provision of a consistent and stable culture 
towards data protection applied throughout the Company; 

(ii) ensuring continued compliance with the six (6) Data Protection Principles and the 
Group’s duties; 

(iii) providing an appropriately supportive environment and culture towards best 
practice processing and protection of personal data and sensitive personal data; 

(iv) ensuring employee confidence and compliance in their processing of personal data 
and sensitive personal data, being fully informed and aware of their responsibilities 
and obligations; 

(v) improved readiness of the service to process requests from individuals for personal 
data kept by the Company, better decision making, development of policy and 
procedures, and design and implementation of information systems through the 
consideration and assessment of personal data; 
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(vi) reducing potential risk of legal or reputational damage through poor personal data 
management; 

(vii) providing confidence that personal data is being handled correctly and ensuring 
that individuals whose personal data the Company keeps know how to access it. 

 
10.0 Sanctions and Penalties 

 
Appropriate security and disciplinary measures shall be taken against unauthorised or 
unlawful processing of personal data and against accidental loss or destruction of, or damage 
to, personal data by a staff, consultant and also by a contracting partner. 
 
Under the DPA, any contravention to the DPA may be punished by a fine not exceeding 
200,000 rupees and to imprisonment3 for a term not exceeding 5 years.  In addition, the court 
in Mauritius may: (a) order the forfeiture of any equipment or any article used or connected in 
any way with the commission of an offence; and (b) order or prohibit the doing of any act to 
stop a continuing contravention. 

Under the GDPR, there are mainly two levels of penalties depending of the gravity of the 

contravention: 

(i) the first level of penalty for a “standard” contravention to the regulation is a fine that 

can go up to 10 million Euros or 2 percent of annual global turnover, whichever is the 

highest; and 

(ii) the second level of penalty for major contravention to the regulation is a fine that can 

go up to 20 million Euros or 4 percent of annual global turnover, whichever is the 

highest. 

11.0 Communication 

 
This policy will be made available to all staff.  
 
Communication of this policy will be made through notification via email and through annual 
staff training. 
 
The current Data Protection Compliance Officer for the Group is Reyaz Tegally and can be 
contacted via the email address reyaz.tegally@matcotrust.com . 
 
The current Data Protection Representative for the EU is Brendan Adams and can be 
contacted via the email address brendan.adams@vam-funds.com . 
 
 

 

 

 

 

 

                                                 
3 Imprisonment punishments are applicable to a person/staff who committed an infraction, the DPCO and the 

legal representatives of the Company in the event of severe infractions. 

mailto:reyaz.tegally@matcotrust.com
mailto:brendan.adams@vam-funds.com
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Annexure 1- Application for Transfer of Personal Data Form 

TRANSFER OF PERSONAL DATA FORM 

 
Please fill in this form before seeking the written authorisation of the Data Protection 

Commissioner for transfers of personal data outside Mauritius. This form should be used 

to seek authorisation for transfers occurring over a definite period of time only, for e.g, 

transfers occurring over a regular period of 5 months may be approved for a period of 5 

months. Under Section 28 of the Data Protection Act, personal data should not be kept 

indefinitely when the purpose/s for keeping the data has/have lapsed. 

 

Description of Personal Data to be transferred: 
 
 
 
(You should only provide the types of 
personal data of the organisation which are 
to be transferred, for e.g, name, address, 
emails, etc. without divulging the contents of 
the particular names, addresses, emails, 
etc) 

 

Purpose of the proposed transfer/s :  

Duration of the proposed transfer/s :  

Country/ies to which the proposed transfer/s 
is/are being made from Mauritius: 
 
 

 

Data Protection Rules in place in the 

country/ies in question : 

 

 
NB : Please note that transfers of personal data to countries not ensuring adequate 

protection of the rights  of data subjects in relation to the processing of their personal 

data may be approved in the following circumstances, as per section 31(2) of the 

Data Protection Act, where :- 

- the data subject has consented to the transfer; 

- the transfer is necessary for the conclusion or performance of a contractual 

relationship between the data controller and the data subject or between the 

data controller and a person acting on behalf of the data subject or the 

contractual relationship is in the interest of the data subject; 

- the transfer is in the public interest; 

- the transfer is made on such conditions as approved by the Commissioner. 
 
 


